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PABOYASA NPOrPAMMA YYEEHOW OAUCLMMIINHDI
B1.0.31 UHdopmaumoHHas 6e3o0nacHOCTb U 3alumUTa
nHcdopmaumu
1. Koa n HammeHoBaHMWe HanpaBfieHUA NOAroToBKU/cNeunanbHOCTH:
01.03.02 lNMpuknagHaa maTemaTuka 1 MHOpPMaTmKa
2. NMpodunb nogroroBKkM/cneymnann3auma:

"[uHamunyeckme cucTemsl 1 ynpasreHue "
KBanudukaumsa (cteneHb) BbinyCKHMKA: bakanasp

3. dPopma oby4yeHuUs: o4Has
4. Kacdbeppa, oTBevawLas 3a peanusaumio ANCLUUNIINHLI:
ERP-cuctem n 6usHec npoueccosB

5. CocTaB1TeNnu nporpaMmmbil:

CacdppoHoB Butanun Bnagnmuposwuy, K.T.H., goueHT kadeapbl ERP-cuctem n 6usHec-npoueccos

6. PekomeHaoBaHa:
HMC dakynbteta MMM, npotokon Ne 8 ot 15.04.2022

7. Y4ebOHbIN roa: 2026/2027 CemecTtp(bl): 7



8. Llenu 1 3agayum yyebHOM AUCLUNIUHDI

Llenamn ocBoeHus y4ebHOM OUCUMMAMHBI  ABNAOTCA:  (PopMUpoBaHME  LIENOCTHOMO
npegcrasneHns 06 nHdpopmMaunMoHHOM 6e30NacHOCTU 1 3alnTe AaHHbIX, NoSTyYeHne TeopeTUYECKmX
N NPaKTUYECKUX 3HAHUIN, NO3BONAIOLLMX OCYLLECTBNATbL pa3paboTKy anroputMoB U KOMMbIOTEPHbIX
nporpaMmm ¢ y4eTOM OCHOBHbIX TpeboBaHMM NHPOPMaLIMOHHON BGE30MNacHOCTM.

3agaym y4ebHON UCUUNNNHBI

—MN3y4YeHne OCHOB TEXHONOMMIN obecnedeHnss MHPOpMaLUMOHHON B6e30NacHOCTY;

—Un3yYeHne MeTOAONOMMIn NPOEeKTUPOBaHMA U peanusaumm cucTeMbl 3awnTbl MHpopMauum, ¢
Y4EeTOM Yrpo3, XapakTepHbIX A4S COBPEMEHHbIX MHTEPHET/MHTPaHEeT-ceTen;

—MNoslyYeHne 3HaHUN U yMEeHuKn, HeobxoaumbiX Ans  pas3paboTku nNporpamMHOro U
MHOPMaLNOHHOIO obecrneyeHns KOMMNbIOTEPHLIX CeTEN, aBTOMaTU3NPOBAHHbLIX CUCTEM, CEPBUCOB,
onepaunoHHbIX cucteM M 6a3 [aHHbIX C Y4eTOM OCHOBHbIX TpeboBaHWM WH(OPMALNOHHOM
B6esonacHoCTH

—noslydyeHne 3HaHUn, HeoBXOANMBbIX ANA AKChyaTauumn NporpamMm 1 NPOrpamMMHbIX KOMMSIEKCOB
B obnactu wuHgpopmaumoHHon ©6e3onacHOCTM nNpu  pelleHMn 3agad  npodeccroHanbHom
AeATerIbHOCTN.

9. MecTo yuyebHOM AncumunnuHbl B cTpykTtype OlOI: yyebHaa gucumnnmHa OTHOCUTCS K
obsasaTenbHom Yactu bnoka 1 yyebHoro nnaxa.

10. MnaHupyemble pe3ynbTaTbl 00y4YeHUS No AUcCUMNNUHe/MOAYNIO (3HAHUSA, YMeHuS,
HaBblKK), COOTHECEHHbIe C NNIaHUPYeMbIMU pe3yrbTaTaMu OCBOEHUsi o6pa3oBaTeribHOM
nporpaMmmbl (KOMMNETEHLUSIMU) U UHAUKAaTOPaMU UX [OCTUXKEHUS

Kog HasBaHwve Koa(bl) NHoukaTopbl(bl) lMnaHnpyemble pe3dynbTaTbl 00y4eHus
KOMMEeTEHLMUM
CriocobeH Pa3pabamsigaem 3HaTb:
paapa6amb/eamb npozpamMmHoe U locHOBbI VIHCbOpmaLI,I/IOHHOVI
areopummel u UHPOPMaUUOHHOE Ge30nacHOCTU 1 3aLLUUTLI MHGOPMaLINK;
Zzhgg;;onme%ﬁpueod%le 223222ﬁggiblx cemel OCHOBBI _ VCrONB30BAHNA NPOTPaMMHBIX
onsi Mpakmu4yeckoeo OMK-5.2 |[38MOMamu3auposaHHbix peLIeHnN B 06”aCT'f' aHannsa
npumereHust ““ lcucmenm, cepeucos, [APXVTEKTYPBI NPEANPUATUS,
onepayuoHHbix cucmem u [OCHOBHbIE NPUHLMMbI NoCTpOeHus
6a3 OaHHbIX C yyemom [NH(DOPMALMOHHbBIX cucTtem C
OCHOBHbIX  mpeboeaHull MCMONb30BaHWEM  CPEACTB  3alUUThI
UHGhOpMayUOHHOU MHopmaLun.
b6e3onacHocmu
Vcrionb3yem  OCHO8HbIE [VmeTb:
[TONIOKEHUS U KOHUENUUU |nn080nnTh  CPaBHWUTEMbHLIA  aHanu3
IPUK7IadH020 Y lenetem salumThl MHdbopMaLmu;
cucmemHo20
pospammuposarus, NPUMEHSITb CUCTEMHOE W TNpuUKnagHoe
cospementbie g3biky MPOrpaMmMHoe obecneyeHne npu
npo2paMmuposaHus, co3aaHun I/IHq)OpMaLLVIOHHbIX CUCTEM M
mexHonoauu co3daHus U [@Hanu3e CyLLeCTBYOLLUX;
OrIK-5 oKCrnyamayuu rpoepavMM ACMOoNb30BaTh COBpEMEHHbIE
u MPO2PamMMHbIX |BbIYUCIIUTENBHBIE CUCTEMbI B COCTaBE
KOMII/IEKCO8 PpU PeWeHUU xomnbloTEPHBIX CeTell ¢ obecneyeHnem
saday 5 3aLnTbl MHOPMaLUMN.
npogbeccuoHarnbHol
OesimernibHOCMu .
OMNK5.3 Bnagetb HaBblkamu:
pa3paboTku anropuTMoB,
BbIYNCITUTESNbHbIX MoZenewu,
NpoeKkTMpoBaHuss 6a3bl  AaHHbIX  Ans
peanu3auun  YHKUUMA U CEpPBUCOB
cucTeM MHOPMaLMOHHBIX TEXHONOTUI;
MOCTPOEHMS CUCTEM BbICOKOW FOTOBHOCTM
B cocTtase pacnpenenéHHbIX
BbIYNCNUTENBLHBLIX CeTEeN C UHTerpaumen
06naYvHbIX UHMPACTPYKTYP B
KOMMbIOTEPHYIO CeTb C obecnevyeHnem
3aLLMTbI MHCpOpMaLWK;
MeTogamMu BHELPEHUS CUCTEMHOMO U
NpWKNagHoro NpOrpamMmHoro|




CUCTEMbI.

obecrneyeHuns B

MHPOPMaLIMOHHbIE

HaBblkaMW pelleHnss CTaH4aApPTHbIX
3agad 3awmTbl MHQOpPMaLLMK C yHETOM

TpeboBaHui WHOPMaLNOHHON
6e30nacHOCTH.
11. O6bem AucuMNNMHbI B 3a4eTHbIX eauHMuax/vyac — 3/108.
CDopma npome)KyTquoﬁ aTrTecTalunum - 3a4er.
12. TpyaoeMKOCTb NO BUAam y4ye6Hon paboTbl
TpyooémkocTb (Yachl)
Mo cemecTtpam
Bug yuebHom paboTbl B ToM uucne B
Bcero WHTEPaKTUBHON
cdopme 7
AyanTopHble 3aHATUA 48 48
B TOM YuUChIE: 16 16
neKkumm
MpakTnyeckue 0 0
JlabopaTopHbie 32 32
CamocTodTenbHas paboTta 60 60
KoHTponb 0 0
WNToro: 108 108
dopma nNpoMexxyTOYHOW sauer saueT
aTTecTtauum
12.1. CopepxaHue AUCLMNIIUHbBI
Ne Peanunsauus
n/n pasgena
HaumeHoBaHue pasgena CofepxaHme pasnena AMCLIAMIAHbI OUCLMNITUHBI C
ANCUMMNNNHBI NOMOLLbIO
OHNanH-Kypca,
QYMK
1. Nekuun
1.1 BBepgeHue B sawmtyKnaccudmkaumuss  yrpo3  6esonacHocTu.  YS3BUMOCTU
MHopmaunn. MHOPMaLIMOHHOM CUCTEMBI. YTPO3bl HEMOCPEACTBEHHOIO
jocTyna B OnepauuoHHylo cpedy MHMOPMaLUOHHOM
cuctembl.  Yrposbl ©e30MacHOCTU  MEXCEeTEBOro U
npuknagHoro ypoBHs. CTaHgapTel B 06nactv 3aluThbl
MHopmaunn.
1.2 [MNpuHUMNBI NOCTPOEHNS
OpraHu3aumoHHble, dumanyeckue, NPOrpaMmHoO-
cuctem 3aLWuThl 51.0.31
WHCbOpPMALIMM annapatHble cpeacTtBa  3awmtbl.  MHOroypoBHeBasi 0.
) 3alinTa pacnpeneneHHbiX BblYUCNTENBHbBIX CUCTEM. VHbopmaumoHHas
6e3onacHoOCTb U
3awmTa nHopmauum
1.3 |OcHoBbI kKpunTOrpadouun. Obuwume ceegeHus. MoactaHoBku. MeToa nepecTaHOBKM. (01.03.02
OpHopasoBble  6nokHOTbl.  OCHOBHble  MpuHLUMMLI  MMW)/CadpoHos B.B. -
KpunTorpaduu. Anroputmbl c CUMMETPUYHBIM|  OGpasoBaTenbHbIi
KpunTorpauyecknm Krouom. MoHaTne o6 anroputmax ¢| NopTan «3rneKTpOHHbIA
CYMMETPUYHBLIM KPUNTOrpachuyecknum KnioHom. Mayuenune| Yhueepcntet BIY». —
peanu3auumM Ha npumepe wudpa DES. YnydlleHHbIN h Pfj;“‘:'j'\" AOCTV';'a:
cTanpapT wudposaHus AES. CepTudmkatsl. Mpumep| MiPsie “é"lsu'r” cours
ceptudmkata  X.509.UHMppacTpykTypsl  cuctem  C '
OTKpPbITbIMK  Kntodamn.  KaTtanorn.  AHHynvpoBaHue
cepTUdUKaToB.
1.4 |Peanusauusa MeToaoB3alLmTa KoprnopaTuBHbix cetein. O630p CpeacTB 3aluThl
3awmTbl  MHGOpMauMM  BUMHGOPMauuMM B cUcTeMax C  pacnpegeneHHomn
COBpPEMEHHbIX obpaboTkon. Mopgenn ©e3onacHocTn OCHOBHBbIX|
pacnpeeneHHbIX CUCTEMaXx.oNepaLMOHHbIX CUCTEM. ANroputMbl  ayTeHTuduKauum
nonb3oBatenen. AyTeHTuduKaumsa nonb3oBaTenen npu




yaaneHHom poctyne. [MpoTokonbl yaaneHHoro Joctyna
nonb3oBaTens K KOMMbIOTEPHOW cucteme. MeToabl U
cpeAcTBa 3aluTbl UHOpMaumm B ceTu. TexHomorus
BupTyanusaumn.  ObecneveHune  6Ge3onacHOCTM B
obnayHbix nnatdopmax. besonacHocTb ObnayHbIX
nnatpopm. NHTepHeT BeLler, MOOUIMbHbIE U HOCUMbIE
YCTPOWCTBA.
2. lTabopaTopHble paboTbl
2.1 |BeBeaeHue B s3awutyCeteBon ayaut MS Windows. CeTeBol ayauTt ceTeBom 51.0.31
MHpopMaLInK. MHPACTPYKTYpbI WHpopmaLmoHHas
6e30nacHOCTb 1
2.2 |OcHoBbI KpunTOrpacui. MogenuposaHMe  YCTOMHMMBOCTM  KPUMTOrpaduyeckm 33”“”%{”’(‘)‘2%"2”3”””
npeobpasoBaHHOro coobuweHnsa. Kpuntorpadudeckune (01.03.
MNMKW)/Cadpporos B.B. -
peLleHns B MHPOPMaLUMOHHbIX CUCTEMAX. OBpasoBaTersHbIi
2.3 |Peanusauus MeTO,EI,OBAHaJ'II/I3V6630I‘IaCHOCTl/I CeTeBOW UHPACTPYKTYPbl AYAUT  nonran «3nekTpoHHbIi
3almMTbl  MHGOPMaUMUM  BCETEBON MHMPACTPYKTYPbl MH(OPMALMOHHBIX CUCTEM.|  yhusepcuteT BIY». —
COBPEMEHHbIX O6nayvHble TEXHOMOMMW W peLleHust BUpTyanu3auum B Pesxum goctyna:
pacnpeerneHHbIX cucTemax.MHOPMaLMOHHBLIX CUCTEMAX. https://edu.vsu.ru/cours
el.
12.2. Tembl (pa3aenbl) AUCLUNSIIUHBLI U BUAbI 3aHATUN
Ne HanmeHoBaHue Buabl 3aHaTUI (YacoB)
n/n | pasgena aucunniuHbl
Jlekumm | MNpakT. | J1ab. pab. CamocrosTensras | Koutpone Bcero
paboTta
1.1 BeegeHne B  3aWMTy
MHpopmaunn. 4 0 8 10 0 22
1.2 MpuHUMNbI  NOCTPOEHMS
cucTem 3aLmThI
MHdOpMaLIU. 4 0 0 10 0 14
1.3 |OcHoBbI kpunTorpadumn. 4 0 16 20 0 40
1.4 Peanusauus MeToa0B
3aWmThl MHOpPMaLMn B
COBPEMEHHbIX 4 0 8 20 0 32
pacnpefeneHHbIX
cucrtemax.
Wtoro: 16 0 32 60 0 108

13. MeToguyeckue ykasaHusa ansi obyvarowmxcs no oCBOEHMI0 ANCLUNIIUHDbI

OcBOEHME AMCUMMITMHBI BKINOYaEeT B ce05 NEKLMOHHbIE 3aHATUSA, NTabopaTopHbIE3aHATUSA
M camocTosATemnbHy0 paboTy obyvarowmxcs. Ha nepBom 3aHATUM CTyOeHT nonydaet
nHopMaLUIo ANsA A0CTyNa K KOMMeKcy y4ebHO-MeToau4ecknx MaTepmnarnos.

JlekumnoHHbIEe 3aHATUSA NOCBSILLEHBI PACCMOTPEHMIO TEOPETUYECKNX OCHOB ANCLIUMITUHBI.
JlabGopaTopHble 3aHATMA NpedHasHayeHbl Anst OPMUPOBAHUST YMEHMW U HaBbIKOB,
3akpenneHHbix komneteHumammn no ONMOI. CamocTosiTenbHas paboTa CTyOdeHTOB BKIHOYaET B
cebs npopaboTky y4ebHOro martepuana nekunn, pasdop nabopaTopHbIX 3agaHum, NOArOTOBKY K
9K3aMeEHYy.

[ns ycnewHoro OCBOEHWUS AUCUMMIMHBbI PEKOMEHAYeTCs noapoOHO KOHCMEKTUpoBaTb
NEKUNOHHBLIN MaTepuan, npocmatpuBaTtb Npe3eHTauunm (Mpu HanmuyumMm) No COOTBETCTBYHOLLEN
TeMe, u3y4yaTb OCHOBHYIO M LOMNOSNHUTENbBHYIO NUTEpPaTypy pekomeHayemown bubnuorpacduum,

Mpn Mcnonb3oBaHUM AMCTAHLMOHHbBIX 0Bpa3oBaTernbHbIX TEXHOMOMN U 3NEKTPOHHOMO
obyyeHns BbINOMHATbL BCE YyKasaHWa npenogaeBaTtenen no pabote Ha LMS-nnatdopme,
CBOEBPEMEHHO noAkntoyaTbes K online-3aHaTnam, cobnogate pekomeHgaunm no opraHnsaumm
caMoCToATENbHOM paboThl.




14. MNepe4vyeHb OCHOBHOW W [OMNONIHUTENbLHOW nUTepaTypbl, PeCypCoOB MWHTEPHET,
HeobXoAUMbIX ANl OCBOEHUSI AUCLUNSINHbI

a) OCHOBHas nutepartypa:

Ne

MNcToYHMK
n/n

1 |Hectepos, C. A. OcHoBbl MHpOPMALMOHHONM Be3onacHocTu: yuebHoe nocobue / C. A. HectepoB. — 5-e
n3g., ctep. — CaHkr-lNMetepOypr : Jlanb, 2019. — 324 c.

2 | Kpakosckui, 0. M. MeToabl 3awumTbl uHpopmauumm : yuebHoe nocobue anga sysos / KO. M. KpakoBCkui.
— 3-e u3g., nepepab. — CaHkr-lMNeTepbypr : JlaHb, 2021. — 236 ¢c. — ISBN 978-5-8114-5632-1.

3 [ApoukuH, B. U. MHdopmaumnoHHas 6e3onacHocTb : y4ebHuk / B. . ApouknH. — 5-e n3g. — Mocksa :
Akagemundeckui MNpoekt, 2020. — 544 ¢. — ISBN 978-5-8291-3031-2.

6) gononHUTENbHasa nuTeparypa:

Ne

McToYHMK
n/n

4 |®or, HO. [I. CtaHaapTbl MHpopMaumoHHon 6e3onacHocTn ; yyebHoe nocobue / KO. . dot. — OpeHbypr :
ory, 2018. — 226 c. — ISBN 978-5-7410-2297-9.

5 |Oaeugtok, H. B. MoHUTOpPUHI 6e30nacHOCTU MHpOPMAaLMOHHBIX CUCTEM : y4ebHoe nocobue / H. B. daBuatok,
. M. KocmayeBa. — CaHkT-lletepbypr : MHTepmeaus, 2020. — 116 c. — ISBN 978-5-4383-0204-9.

B) MHCPOPMALIMOHHBIE 3M1EKTPOHHO-06pa3oBaTeNibHbIe PECYPChbi:

Ne

NcToYHMK
n/n

6 | SnekTpoHHO-6MbnMoTeyHas cuctema «YHuBepcuteTckas bubnmoTteka online (4oCTyn ocyLlecTBAseTcs no
agpecy: https://biblioclub.ru/);

7 | MHdpopmaumnoHHo-TenekoMMyHMKaUnoHHas cuctema «KoHTekctym» (HaunoHanbsHbIn umdpoBon pecype
«PYKOHT»);

8 | OnekTpoHHO-6ubnmnoTeyvHom cucteme «JlaHby (QOCTYN ocyliecTBnsAeTcsa No agpecy: https://e.lanbook.com/),

9 |3BC «BOOK» (gocTyn ocyliectsnseTca no agpecy: https://book.ru).

10 | OneKkTpoHHbIV KaTanor Hay4Hon 6ubnunoTtekn BopoHexXcKoro rocyiapcTBEHHOrO YyHUBeEpcuTeTa. — Pexum
poctyna: http//:www.lib.vsu.ru.

11 |B1.0.31 NHdopmaumoHHas 6e3onacHoCcTb 1 3awmTa nHgopmaumm (01.03.02 NMMK)/CadpoHos B.B. -
O6pa3oBaTernbHbI MopTan «ONeKTPOHHbIN yHuBepcuTeT BI'Y». — Pexum goctyna:
https://edu.vsu.ru/course/.

15. NepeyeHb y4eOHO-MeTOANYECKOrO 0b6ecneyeHns AnA CaMOCTOATEeNIbHOWN paboThl

B kayectBe (popmbl OpraHM3auMn  CamMOCTOATESNbHOW  paboTbl  MPUMEHSIOTCSA
MeToAMYECKNE yKas3aHMsa A1 CaMOCTOATENbHOMO OCBOEHUSA U NPUobpeTeHNsa HaBbIKOB paboThbl
CO chneynanumsanpoBaHHbIM  MNporpaMMHbIM - obecnedyeHnem. CamocTodaTenbHaa paboTa
CTYAEHTOB: U3y4yeHMe TeOpeTMYECKOro maTtepuana; NoAroToBka K nekumam, paborta ¢ yyebHo-
MEeTOLMYECKON NUTEepaTypour, NOArOoTOBKa OTYETOB No nabopatopHbiM paboTtam, NOArOTOBKA K
3K3aMeHy.

Ona obecnevyeHns camocToATENbHOM pPaboTbl CTYAEHTOB B JNIEKTPOHHOM  Kypce
ANCUMNNNHBI Ha obBpa3oBaTenbHOM nopTane « ANeKTPOoHHbIN yHuBepcuteT BIY» copmmpoBaH
y4ebHO-MeTOONYECKNA KOMMSIEKC, KOTOPbIA BKMoYaeT B cebs: nporpammy Kypca, yvyebHbie
nocobms u cnpaBoYHble MaTepuanbl, MeTOOUYECKME YKa3aHWUsl MO BbINOSIHEHUIO 3a4aHUn
nabopaTtopHbix paboT. CTyAeHTbl Nony4YatoT 4OCTYN K AaHHBIM MaTepuanam Ha NepBOM 3aHATUU
no AuUCUMMNAnHE.

16. O6pa3oBaTesibHble TEXHONOIMU, UCNOSb3yeMble NMpu peanusauum yyebHomn
OUCLUUNIINHBI, BKNOYasa AUCTaHLUMOHHbIe obpa3oBaTenbHble TexHonoruu (AOT),
3neKTpoHHoe oby4yeHue (J0), cMewaHHOe O0by4YeHue)

AuvcumnnuHa peanua3yeTcss C MPUMEHEHMEM JMEKTPOHHOro O0y4yeHuMs W OUCTaHUMOHHbIX
obpasoBaTenbHbIX TEXHONOMMN. [Na opraHu3auun 3aHATUN PEKOMEHAOBaH OHManH-Kypc
«b1.0.31 WHdpopmauunoHHas 6esonacHocTb UM 3awmta uHbopmaumm (01.03.02 TTMWN)»,
pasMeLleHHbI Ha nnatdopme JnekTpoHHoro yHusepcuteTa BIY (LMS moodle), a Takke
MHTepHeT-pecypchl, npuseneHHble B .15 B.11.

17. MaTepmanbHO-TeEXHMUYECKOe obecneyeHne AUCLUUNIINHDI



http://www.lib.vsu.ru/

YyebHaa ayautopus ONS NPOBEAEHUSA 3aHATUN JIEKUUOHHO20 murna, CEMWHAPCKOro Tuna,
opraHusauum CcamoCTosTeNbHON paboTbl, MHAMBUAYaNbHbLIX W TPYMNNOBbLIX KOHCYMbTaLWN,
TeKyLero KOHTpons U NPOMEXYTOYHOW aTTecTauuun: crneumanmsampoBaHHas meberb, KoMnbloTep
(HoyTOYK), MynNbTUMeaNNHoe obopyaoBaHue (npoekTop, 9KpaH, cpeactea
3BYKOBOCMNPOU3BEAEHMUS), AOMyCKaeTCs UCMOoSb30BaHWE NepeHoCHOro obopyaoBaHus.

OC Windows 8 (10), nntepHet-6paysep (Google Chrome, Mozilla Firefox), MO Adobe Reader,
nakeT CTaHAapPTHbIX OPUCHBLIX NPUNOXeHU Anga paboTebl ¢ AoKymMeHTamu, Tabnmuammn (MS Office,
Mown Oduc, Libre Office, Notepad ++ (cBob6oaHoe n/vnun 6ecnnatHoe N0), 7-zip (cBob6oaHoe n/vnn
6ecnnatHoe MO).

YyebHas aygutopus AOns NpoBeAEeHUA MNpPaKTUYECKMX 3aHAaATUW, JabopamopHbix pabom,
op2aHu3auuu camocmosimesisHOU pabombi, NpPOBeAEeHUs TeKylwen Uu  MNPOMEXYTOYHOW
aTTecTauumn: cneynanuanposaHHasi Mebernb, NepcoHanbHble KOMMbOTEPDLI ANS UHONBUAYANbHON
paboTbl C BO3MOXHOCTbIO NoakntodeHnst Kk cetn «MHTepHeT», MynbTumeauiiHoe obopyaoBaHmne
(npoekTop, 3KpaH, cpeacTaa 3BYKOBOCNPOU3BEOEHNS).

OC Windows 8 (10), untepHeT-6paysep (Google Chrome, Mozilla Firefox), MO Adobe Reader,
nakeT cTaHAAPTHbIX OUCHBIX NPUNOXEHUN ansa paboTebl ¢ AoKyMeHTamun, Tabnmuamm (MS Office,
Mown Odpuc, Libre Office), cneunanusmposaHHoe MO no TemaTuke OUCUMNNMHBI (QoNycKkaeTca
Aemosepcus nnun suptyaneHbin aHanor M0O), Intellij IDEA Community Edition (cBobogHoe n/vnu
6ecnnatHoe [M0); Jet Brains PyCharm Community Edition (cBo6ogHoe u/vnn 6ecnnatHoe [10);
Anaconda (cBobogHoe w/vnn GecnnaTtHoe [10); Maxima (csobogHoe w/vnun GecnnatHoe [10);
Scilab (cBobogHoe n/nnun 6ecnnaTtHoe 0); NetBeans IDE (cBobogHoe n/unu 6ecnnatHoe 0);
Microsoft Visual Studio Community Edition (cBobogHoe wn/unu 6ecnnatHoe 10); Notepad ++
(cBo6oaHoe n/vnn 6ecnnatHoe N0O); CnpaBoyHo-NpaBoBas cuctema FapaHT (nuueH3mnoHHoe M0);
7-zip (cBobogHoe w/vnu BecnnatHoe [10); Matlab (nvueHsnoHHoe [10); Visual Studio Code
(cBobogHoe w/vnu GecnnaTtHoe [10); Apache Spark (cBobogHoe w/unu ©GecnnatHoe [10);
PostgreSql (cBobogHoe n/unu 6ecnnaTtHoe [10), Anylogic (cBo6ogHoe u/unn 6ecnnatHoe M0),
1C:MNpeanpuatne 8.3 (nuueHanoHHoe MO).

18. OueHo4Hble cpeacTtBa Ansa npoeeaneHus TeKyu.|e|7| n npomemyTquoﬁ aTTecTtauvmn

Mopsaok oLeHKM oCBOeHUs obyyvalrowmmMmuca y4eGHOro matepumana onpeaensieTcs cogepXxaHmem
cnegyrowmx pasgenos QUCUUNIUHLI:

Ne HanmeHoBaHua pasgena KomneTteHuums(n) WHankaTop(bl) OueHouYHbIE CcpeacTBa
n/n OVNCLUNTIVHBI OOCTMKEHNSA
KOMMeTeHL MK
1 |BeeaeHue B 3awmnTy MHpOpMaLMN. OMK-S OrIK-5.3 YCTHbI Onpoc, TecCT,
nabopartopHas paborta
2  |MpuHUMMBLI  MOCTPOEHUA  CUCTEM OrK-5.2 YCTHbI onpoc, TecTt
OrIK-5
3aLLMThl MHpOpMaLINN. Ol1K-5.3
3 |OcHoBbI kKpunTorpaguu. OMK-5 OriK-5.2 YCTHbIN Onpoc, TECT,
OflIK-5.3 nabopaTopHas pabota
4 |Peanusauusi  MeTOOOB  3alUMTHI OlK-5.2 YCTHbIW Onpoc, TecCT,
MHopMaUMM B COBPEMEHHbIX OriK-5 OrIK-5.3 nabopaTtopHas paboTa
pacnpegeneHHbIX cucTemax.
MpomexyToyHas aTTecTaums, opmMa KOHTPOrS - 3a4eT MepeyeHb BONPOCOB
(KMMNe1)

20 TunoBble OLEHOYHbLIe CpeAcTBa U MeToAUYeCKMe Matepuanbl, onpegensrowme
npouenypbl oLeHUBaHUA

20.1 TeKywWMn KOHTPOSIb yCneBaeMocCTu
KoHTponb ycnesaemoCcTM MO AUCUMNIWHE OCYLWECTBMASETCA C MOMOLbIO  crnegyoLwmnx
OLIEHOYHbIX CPeACTB:
— nabopaTopHble paboThl.



MepeyeHb NnabopaTopHbIX padboT

1

JTabopaTopHas paboTa
Ne1

VMcnonb3ysi BCTpOEHHble cpeacTBa ceteBoro ayauta MS Windows nposectu
NnepBUYHbIA aHaNU3 ceTeBbIX MHTEPENCOB.

JTabopaTopHas paboTa
Ne2

WccneposaTtk cTpykTypy TCP/IP nakeTtoB ¢ NOMOLLBI0 NPOrpaMmbl CETEBOMO
ayauTa.

JTabopaTopHas paboTa
Ne3

Mcnonb3ysa cpeacTtsa Kpuntorpamyeckoro MOAENMPOBaHMSA 1 aHanusa,

BbINOMHMTE Aelwmndpaumnio BXOQHOro coobLyeHuns.
LoatuvftYejeerzAgibeejwzriyazfrkknxefvoxvhanvmsxlizyjzhnxmvhnjwyhnonaf
jgmiunfrbjxnzrrgfkgearfywv.Bnotfrggwesiprgzbvotvwvgomcumozbklszugzsypiz
hslbjtmkngrzggdgpccwkwsiiregk,tsceycoyvuztveukwgktrtvthlugvvgggdonafig
mibengdxhaihrj. HnxUtiivfybte’scfgomiunvehnxngtvfbgeutiivfybterneyoggypefj
oweyprigatsovrvjowetcrkcomsgcuzsbxmkngj,ovhsotvmsofamenergiaysvfblhr
kxpvzrxnie:FWsjNwgsnnoxwejtuv5hnilgcrzbzaeGnalorBnjecvbjxnzNnkwugar
Uazjkksotllotditgf.JTkwUkghzdybtygerrattksjzhnxsyeakwgesgiycgzhgovrkvkf
aiozgszbtovrrrbtnzatvknxnotpfakltugrkhogggjbs.HnxktojcsjzegcdiwxxdgtFWsj
Netaocsymhkmgfpuedrysrgkmhkdrdotwsgngtvgelkntvguytne21fkgkgtarlrgexir
afkcihnzrvsizxtutuvrkoerocdstmoltuvzuvarchdaagizy.

JTabopaTopHas paboTa
Ne4

KpunTtorpaduyeckme peleHms B UHPOPMAaLMOHHbBIX CUCTEMaX.

OcyulectBuTb pa3paboTky nporpamMMbl, OCYLLECTBNSANLWEN Lndpaumo
coobueHns Ha ocHoBe anroputma AES. Hanucatb nporpammy, kotopas
OyoeT ocyuwectBnaTe npeobpa3oBaHue 3alMdpoBaHHOIO COOOLEHMS K
NCXOOHOMY BUAY.

JTabopaTopHas paboTa
Ne5

AHann3 6e3onacHOCTX ceTeBOW MHAPACTPYKTYPbI.

Ucnonbsys nporpammy WireShark gna nepexsata ceTeBoro Tpadduka
onpegenuTb, KakMMu CEeTeBbIMW MNPOTOKONaMu MONb3yeTcs MnporpammHoe
obecneyeHme nokanbHOro komnbtoTepa. OcywecTButb nepexsat FTP
Tpadumka, npoaHanuaupoBaTb €ro M COCTaBUTb OTYET O €ero CTPYKTYpe,
onucaB AEVNCTBUS NONb30BaTENA HA OCHOBE NepexBayYeHHON MHopMaLnn.

JTabopaTopHas paboTa
Ne6

AyanT ceTeBon MHAPaCTPYKTYPbl UHPOPMALIMOHHBIX CUCTEM.

Wcnonb3ys ceteBon ckaHep NMap ycTaHOBUTb OMNepauuoHHble CUCTEMBI
YCTPOMCTB, MNOAKMKYEHHBIX K JIOKanbHOW ceTu nabopatopun. BbisBUTb
agpeca CepBepoB W onpedennTb BEPCMU NPOrpamMHOro obecneveHus,
KOTOpble Ha HMX WHCTannupoBaHbl. 1o pesynbTatam paboTbl ckaHepa
COCTaBMUTb OTYET O NporpammMHoM obecneyerHnn JIBC.

JlabGopaTtopHas paboTa
Ne7

O6nayvHble TEXHOMNOrMKN N peLLIeHns BUpTyanu3aumm B MHPOPMaL MOHHbIX
cucTemax.

[MocTpouTb  MoOAenb  KOpnopaTtvBHOW  MHAPACTPYKTYpbI
TexHornormm BupTyanusauun. PaccMoTpeTb BO3MOXHOCTb

ncnonb3ys
nepesona

NOCTPOEHHOM MOoAenu B «obnakay.

TexHonorus nposeaneHus

Bce nabopaTtopHbie paboThl 06513aTeNbHbI ANS BbINOAHEHUS. 3agaHue aBnsieTcsa oowmnm ans
BCEX, BbINOMHAETCS MHAMBMAYANbHO NoA HabnogeHnemM npenogasaTens.

KpMTepMM oueHnBaHusA
oLeHMnBaeTCAa «3a4vTeHO», eClin pa60Ta BbIMOSIHEHA B NOSIHOM 0b6beme (I'IpI/IBe,D,eHbI BCe
3adaHund, 1 OHU nNpaBuIibHble, AaHbI FIOFICHeHI/IFI);

oLueHMnBaeTCA «He 3a4TeHO», pa60Ta BbINOSIHEHA HE MOJSTHOCTLIO UMK B NpeacTaBieHHON

4YacTU MHOrO OLLINBOK.

20.2 NMpomexyToyHaa aTrectauus

hPwpPE

I‘IpomemyTquaﬂ arrTecrtauma no gucuumniimnHe ocCyLlecTBndeTCcA C NOMOLbIO creayrownx
OLUEHO4YHbIX CpenCTB. BOMPOCHI K 3a4eTy.

Mepe4yeHb BonpocoB k 3a4yeTy (KUM Ne1)

Yem

ABNAETCA

UTo ncnonbayeTtcsa AN KOHTPONSA LEeNOCTHOCTU NepefaBaeMblX NO CETSAM AaHHbIX?
UTo rapaHTupyeT AOCTYNHOCTb MHpopMauunmn?

UTto cnocobceTByeT 3awmTe OT BPe4OHOCHOrO NporpaMMHoro obecnevyeHnsa?
HEeCaHKUMOHNPOBaHHOE A0BeAeHue

3awmuaemMon  MHdopmauuu

noTpeduTenen, He MeOLMX Npasa AOCTyNa K 3alumaemMon nHcpopmauymm?

[o
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Uem aBnseTcs nonyveHue sawmwiaeMon MHgpopmaumm 3amHTepecoBaHHbIM CyObekToM C
HapyLeHNEM YCTaHOBIIEHHbIX NPAaBOBbIMW AOKYMEHTAMU UM COOGCTBEHHMKOM, BRagenbLem
MHdOpMaUuKM Npae unv Npasun 4OCTyNa K 3awuwaemon nigopmaummn?

Uem obecneuymBaeTcs 6e3onacHOCTb WHGOpMaLUM B COOTBETCTBMM C aKCMOMOW Teopuu
3awmTbl Hopmaummn?

UTto aBnAeTca 4OCTOMHCTBOM MHOrOYpOBHEBOW NONUTUKM Be3onacHoCTn?

Uto npegcrtaBnsaiT cobon npaBuna  pasrpaHuyeHus  goctyna, obecnedmBatolmne
pasrpaHMyeHne OocTyna Mexay MOMMEHOBAHHbIMM CcyObekTamnm W MNOMMEHOBAHHBIMM
obbekTamn?

UTO OTHOCUTCA K aKTMBHbLIM MepaM Mo 3alumTe NHPOpPMauumn oT yTeukn?

K notepe kakux cBOMCTB MHGOpMaL MM NPUBOAMUT BNIUSIHUE NOMEX Npu nepeaaye nHdopmMmaumn?
Ae pekomeHOyeTCs XpaHUTb Naponn 1 Kpuntorpadumyeckue knoumn ansg Hanbonee HagexHom
MX 3aWmnTbl?

CkonbKo Kno4en ucnonbayeT kpuntocuctema RSA?

K kakomy Tuny wngpos OTHOCUTCA WIMGP NOACTAHOBKW, CTaBSALMA B COOTBETCTBME OLHOMY
CUMBOJTY OTKPbITOrO TEKCTa HECKOSIbKO CMMBOMOB LUMAPTEKCTA, KONIMYECTBO M COCTaB KOTOPbIX
BblBMpatoTca Tak, YToObl HacTOThbl NOSABIIEHMS BCEX CUMBOJSIOB B 3alLIMPPOBAHHOM TEKCTE ObInn
OJMHAaKOBbIMN?

K kakomy Tuny wndgpoB oTHocuTCcs wngp Liesaps?

YTto Takoe nmutoBcTaBka?

UTto aABNAeTCcAa HeaoCTaTKOM aCUMMETPUYHbBIX KpUMNTOrpadu4ecknx CUCTEM MO CPaBHEHUIO C
CUMMETPUYHBIMN?

OBHapyXeHne Yero He MOXeT SABMATLCA NPU3HAKOM NOMbITKN HECAHKLMOHMPOBAHHOMO A0CTyna
K KOMNbOTEPHOW MHGOpMaLMn?

Kakum obpasom moxeT ObiTb obecnedeHa Hambornee HagexHas 3almta XpaHswemnca wm
obpabaTbiBaemMoK B KOMMbOTEPE MHPOPMALMK OT YTEYKN NO ONTUYECKOMY KaHasny?

K kakomy Tuny BpPeAOHOCHbIX MpOrpaMm OTHOCUTCHA CaMOBOCMNPOU3BOAALLAACS NporpaMmma,
KoTopasi MOXeT NPUCOEOUHATLCS K APYrMM nporpaMmamMm u dpannam, HO He crnocobHas K
camMopacnpoCTpaHeHWt0  NyTeM  MHOrFOKPaTHOroO  CaMOKOMWPOBaHUA U nepegade B
KOMMbIOTEPHbIX CETAX?

K kakomMy Tuny BpeOOHOCHbIX NPOrpaMmM OTHOCUTCS MporpamMmma, BbiNoSIHAEMas O4HOKPATHO B
onpefeneHHbIn MOMEHT BPEMEHUM WM NpU  HacTynfeHUUM OnpeaeneHHbIX YCoBUA U
npegHasHayeHHas [Ona  HapyweHusi paboTbl KOMMbOTEPHOW CUCTEMbI, YHUYTOXEHUS,
Moandpukaumm nnmn 6rokMpoBaHus Hpopmaummn?

UTto rapaHTupyeT AOCTYNHOCTb MHopMaumnmn?

[nsa kakon uenn NpUMEHSTCA MAEHTUMUKaUNA U ayTeHTU(UKauna?

YUTo aBnsieTcs NnpM3Hakom, Hanbonee AOCTOBEPHO yKa3biBalOLMM Ha Hanu4Me B KOMMNbIOTEPHOM
cucTemMe BpegoHOCHbIX Nporpamm?

Kakas yrposa nmeeTr MecTo, eCcnv LeHHOCTb MHopMauumn TepsieTcs npu ee moaudukaumm
(M3MEHEHWN) UITN YHULTOXEHUN?

UTo noHMmaeTcs nog yTeykon nigopmaumm?

K kakomy Tuny 3awmtbl MHGOPMaLMM OTHOCUTCA AEeATENIbHOCTb MO NpeaoTBpaLLeHuto
nonyyeHns 3awmaemMon MHOPMaLMM 3aMHTEPECOBAHHbIM CYyOBHEKTOM C HapyLleHWeM
YCTaHOBMEHHbIX NPaBOBbIMW OOKYMEHTaMU UM COBCTBEHHUKOM, BnagensuemM mHgpopmaumm
npaB Uy NpaBun 4OCTyNa K 3aluiaemMon nHpopmauun?

Kakon Bug goctyna K MHopmMaumm He OTHOCUTCS K OCHOBHbLIM Buaam goctyna?

UTto aBnaeTca HeQOCTaTKOM OUCKPELMOHHON NONNTUKA?

K noTepe kakoro cBoncTea MHopmaumm NpuBoanT nepexsaTt MHOPMaLIMOHHOro curHana?
Kakne mepbl CnoCcOBCTBYHOT 3alimnTe OT MOBUIbHBIX BPEAOHOCHbIX Nporpamm?

Uem xapaktepumsyeTcst KpMNTOCTOMKOCTb Kpuntorpadudeckoro npeodbpasoBaHns?

Kak HasbiBaeTcs wWnp, wuCnoNb3ywWwmMM MNOACTAHOBKM W MEepecTaHOBKM B KavecTBe
3aNeMeHTapHbIX COCTaBnALWNX?

Kakasi yrposa npuBoguT K noTepe LeHHOCTU MHpopmaLmmn Npu ee pasrnawieHmm?

K kakomy Buay BpegoHOCHOro nporpaMmMHoOro obecnevyeHmss OTHOCUTCA MporpaMmma,
3anyckarowas CKpbITYI0 BHYTPU Kakon-nnbo neranbHOW NporpamMmmbl HECAHKLUWUOHUPOBAHHYIO
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dyHKUMO, obecneyMBalolLlylo BbINONIHEHWE AOENCTBUMWA, HENPeayCMOTPEHHbIX aBTOPOM
neranbHOW NporpaMmmbl?

Uto 4BnNsieTCsS NPU3HAKOM MOMbITKM HECAHKLUMOHMPOBAHHOIO [A0CTyna K KOMMbIOTEPHON
MHopMauunn?

Yto Takoe npuHumnn Kepkrogpdgca?

KakoBbl HEJOCTaTKN CUMMETPUYHbBIX KPUNTOCUCTEM?

UTo Takoe KpMNTOCTOMKOCTb CUCTEM LUMPPOBaHMUS, Kak OHa KONMMYECTBEHHO onpenensaeTca?
Kak ncnonb3yloT napagoke OHEN POXAEHUS OIS KpunToaHanmsa CUCTEM XALMpPOBaHUA?
Knaccudumkauma yrpo3 6GesonacHoCcTM MO BMAy 3awuwaemon oT yrpo3 6e3onacHocTm
UHdopMaLunun.

Knaccudumkaums yrpos 6esonacHoctv no cnocoby peanuaauum yrpo3bl 6€3onacHoOCTH.
Knaccudumkaums yrpos 6e3o0nacHoOCTv No Tuny MHAOPMALMOHHBIX CUCTEM

Knaccudmkaumsa yasBumMocTen nporpaMmMHoro obecneyeHus.

Mpumepbl ya3BMMOCTEN NPOTOKONOB cTeka npoTtokonios TCP/IP.

O6Lwasa xapakTepucTuka yrpo3 6e30nacHOCTH, peanuayembiX C UCMOfb30BaHMEM NPOTOKOSIOB
MEXCEeTeBOro B3aMMoaencTBUs.

Yrposbl TMna «AHanua ceteoro Tpaddukay, « CkaHnpoBaHue cetny, «BbiaBneHne naponsay.
Yrpo3bl Tvna «llogMeHa fgoBepeHHoOro obbekTa cetuy, «HaBasbiBaHWe NTOXXHOro MapLupyTay.
Yrpo3bl Tuna «BHeapeHne noxHoro obbektay, «OTkas B 06CnyxmMBaHumy, «YaaneHHbIn 3anyck
NPUNOXEHNN»

MeToa NoACTaHOBOK M NEPeCTaHOBOK B KpunTorpadgum

OcHoBHble NpUHLMMbI KpunTorpadgun. OgHopasoBble BOKHOTHI.

ANropnTMbl C CUMMETPUYHBIM KPUNTOrpaUYeCcKUM KITHoHOM.

TpounHoe wudposaHue ¢ noMmollbto DES. YnyyweHHbIn ctaHgapT wudgposaHus AES.
Anroputm Rijndael.

Pexunm wndpoBaHHON o6paTHOM CBA3N

KpuntoaHanus

AnropuTMbl C OTKPbITBIM KITHOYOM

Anroputm RSA

KpuntoaHanus anroputma RSA

Lindposble nognucu.

Moanucuy ¢ OTKPLITHIM KITHOYOM

Moanuce MD5

Moanucb SHA-1

NHppacTpyKTypbl CUCTEM C OTKPLITBIMU KITHOYaMW.

IPV4, IPsec.

BpaHamayapsbl

BupTyanbHble YacTHble ceTu

BesonacHocTb B 6ecnpoBOAHbIX CETAX

MpoTokonbl ayTeHTUmKkaumm

Kputepum oueHKN oTBETOB Ha BOMPOCHI 3a4eThbl

[nsa oueHnBaHMsa pedynbTaToB 06y4eHMs Ha 3a4eTe MCMNOMb3YTCA cneayoLwme nokasarenu:

1) 3HaHMEe OCHOB MHOPMaLMOHHON BE30MacHOCTU M 3alnTbl HOPMaLNK;

2) 3HaHMEe OCHOB WCMONb30BaHUA MPOrpaMMHbIX peLleHnin B obnacTM aHanmsa apxuTekTypbl
npeanpuaTus;

3) 3HaHWEe OCHOBHbIX MPWUHUMMNOB MOCTPOEHNA UH(OPMAaLMOHHBLIX CUCTEM C UCMONb30BaHNEM
CpeAcTB 3amTbl MHpopmauuu;

4) ymeHue nNpoBOANTb CPaBHUTESTbHbIN aHanM3 CUCTEM 3aLmMTbl MHOPMaL K,

5) ymMeHne npuMeHsTb CUCTEMHOE W NPUKNagHoe nporpaMMmHoe obecrneyeHne npu cosgaHun
MHAPOPMALMNOHHBLIX CUCTEM U aHanu3e CyLeCTBYIOLLNX;

6) yMeHVe 1Ccnonb3oBaTb COBPEMEHHbIE BblMUCIUTENBbHbIE CUCTEMbI B COCTaBE KOMMbIOTEPHbIX
ceTen ¢ obecnevyeHvem 3aLmTbl MHpoOpMauuu;



7) BnageHne HaBblkaMu NMOCTPOEHMSI CUCTEM BbICOKOW FOTOBHOCTU B COCTaBe pacrnpefenéHHbIX
BblYUCIUTENBHbLIX CETEN C WHTEerpaument obrnayHblX MHAPACTPYKTYP B KOMMbIOTEPHYH CETb C
obecneyeHnem 3awmnTbl MHpOpMaLMK;

8) BnageHne metogamu BHEOAPEHUA CUCTEMHOIO U NPUKNagHOrO NporpaMMHoro obecnevyeHus B
NHOPMALNOHHBbIE CUCTEMBI;

9) BnageHwe HaBblkaMM peLlleHMs CTaHAapTHbIX 3ajadvy 3awWuTbl MHGOpMaUUM C y4eToMm
TpeboBaHNn MHOPMALMOHHON B6e30MacHOCTN.

[nsa oueHmBaHuA pesynbTaToB OOy4Y4eHWs Ha 3a4eTe MCMONb3yeTCs LIKana: «3avyTeHo», «He
3a4TEHOY.

COOTHOLLEHNE NoKa3aTenemn, KpUTEPMEB U LLIKanbl OLleHNBaHUA pe3ynbTaToB obyvyeHns Ha 3adeTe:

Kputepum oueHmBaHnst KoMneTeHuni YpoBeHb chOpMMPOBAHHOCTY LLikana oueHok
KOMMEeTeHLNN
O6yyatowmnca gan npaeBunbHble O0TBEThI HA BCe Bonpockl KUM Ba3oBbIi ypoBEHb U BbILLIE 3auTeHo

(DonyckalTcs He3HauuTenbHble OwWnbkn B TEPMUHOMOrK),
npogemoHcTpupoBan ocsoeHne 50% u 6onee ykasaHHbIX Bbille
nokasartenew, Bce nabopaTopHble paboTbl BbIMOMHEHbI.
Obyyvarowuninca He gaeT nonHele oTBeThl Ha Matepuansl KM v B Hwxe 6a30B0ro ypoBHs He 3auteHo
HUX COOEPXMTCA MHOXECTBO ownbok, B TOM u4ucne no
TEPMUHOMOINK,

npoAeMoHCTpupoBan ocsoeHve meHee 50% ykasaHHbIX Bbille
nokasarenev n/vnm He Bce nabopatopHble paboTbl BbIMOHEHbI.

20.3 ®oHA OLEHOYHbIX CcpeacTB C(OPMUPOBAHHOCTM KOMMNETEHLUUA CTYOEeHTOB,
pekoMeHAyeMbIA ANA NpoBefeHUs AMarHOCTUYeCKuX paboTt

OlIK-5 CrnocobeH paspabambigame an2opummbl U KOMIIbHOMEPHbIE po2pamMmbl, rnpuaooHbIe Ons
rpakmu4eckKoao rnpuMeHeHUs
OIK-5 CnocobeH pa3spabaTbiBaTb anropuTMbl U KOMMNbIOTEPHbIE MPOrpaMMbl, NPUroAaHbIe
ANSA NPaKTU4eCKoro NnpuMeHeHus
1. Kakon anropytm cMMMeTpU4HOro wnpoBaHna cuntaeTcs Hambonee HageXxHbIM Ha
CeroaHsALWHUN aeHb?
a) DES
b) AES
c) RC4
d) Blowfish
OtBeT: b) AES

2. Kakon npuHuun OOl Hanbonee BaxeH npu paspaboTke 6e3onacHbIX NPorpaMmMHbIX CUCTEM?
a) HacneposaHue

b) NHkancynsaums

c) Monumopdunam

d) ABcTpakuus

OTtBeT: b) NHkancynsaums

3. Kakon meTop 3awunTbl OT nepenonHeHns Bydepa ssnsetca Hanbonee acpPekTMBHLIM?
a) Micnonb3oBaHme A3bIKOB C aBTOMATUYECKUM yNpaBfeHMeM NaMsThio

b) PerynapHoe obHoBneHune N0

c) Npoeepka rpaHuL BBOAA

d) Bce nepeuncneHHble

OtBerT: d) Bce nepeyncneHHole

4. Kakon anroputm XeLumMpoBaHusl pEKOMEHAYETCA MCNONb30BaTh AN XpaHEHNA naponen?
a) MD5

b) SHA-1

c) berypt

d) CRC32



OTtBeT: ¢) berypt

5. Kakon Tnn atakvm npegoTepallaeT MCnofib3oBaHne napaMmeTpmnsaoBaHHbIX 3anpocoB B SQL?
a) XSS

b) CSRF

c) SQL-nHbekumm

d) MITM

OrtBerT: ¢) SQL-MHBbEKLMM

6. Kakon anroputm ncnonb3yetcsa Ang co3gaHus umdpoBbix nognucemn?
a) RSA

b) AES

c) Blowfish

d) RC4

OtBeT: a) RSA

7. Kakon meTtoa ayteHTMdurKaumm asnaetca Hambonee 6e3onacHbIiM?
a) MapornbHaga ayTeHTUMKaLmnA

b) MHorogakTopHasa ayTeHTMdmKaums

c) BuomeTpuyeckasa ayteHTudmKaumns

d) AyteHTndpumkauymnsa no SMS

OtBeT: b) MHOrocakTopHasi ayteHTUdunKaums

8. Kakon npnHuun 6esonacHocTu peanuayet mexaHnam sandbox?
a) MpuHUMN MMHUManNbHbIX NPUBUNETNIA

b) MpuHUMN NnonHoro 3anpeTa

¢) MNpuHUMN OTKPBLITOCTH

d) MpuHUMN 3WEeNOHNPOBAHHOW 3aLLMThI

OtBeT: a) MNpuUHUMN MUHUManbHbLIX NPUBUNETNIA

9. Kakon anroputm ncnonb3dyetcsa ana 6esonacHoro obmeHa knoyamm?
a) Diffie-Hellman

b) RSA

c) AES

d) SHA-256

OrtBeT: a) Diffie-Hellman

10. Kakon tun wundpoBaHusa ucnonb3yetcs B npotokone HTTPS?
a) CummeTpuyHoe

b) AcummeTpunyHoe

c) M'bpugHoe

d) XewwwmpoBaHue

OtBeT: ¢) N'mMbpnaHoe

11. Kakon meTtoa 3awmnTbl Hanbonee agpdekTMBeH NpoTnB XSS-atak?
a) Bannpauus Beoga

b) SkpaHnpoBaHue BbIBOAA

c) Ncnonb3oBaHne Content Security Policy

d) Bce nepeuncneHHble

OrtBerT: d) Bce nepeyncneHHole

12. Kakon anroputm ncnonb3yeTcs A NPOBEPKN LLENOCTHOCTU LaHHbIX?
a) AES

b) RSA

c) SHA-256

d) RC4



OrtBerT: ¢) SHA-256

13. Kakon npuHumn 6e3onacHocTn HapylaeTtca npu hardcode naponen B ucxogHom koge?
a) MpuHUMN MUHUManNbHBIX NPUBUNErNIA

b) MpuHUKMN pasgeneHuns cekpeToB

c¢) MpuHUMN 3aWwmnTbl B rNy6uRHyY

d) MpuHUMN OTKPLITOrO AM3anHa

OtBerT: b) NpuHUMN pasgeneHnst cekpeTos

14. Kakon mexaHu3m obecneymBaeT 6e3o0nacHOe XpaHeHMe CEKPETHBIX AaHHbLIX B Mporpamme?
a) Vicnonb3oBaHWe nepeMeHHbIX OKPYXeHUs

b) XpaHeHune B KOHUrYpaLMOHHBIX dharnax

c) Hardcode B ncxogHom koae

d) OTkpbITOE XpaHeHne B 6ase AaHHbIX

OrtBerT: a) cnonb3oBaHe NeEPEMEHHBIX OKPY>XEHUS

15. Kakon meTop 3awuTbl MCNONb3yeTcsa NPOTUB aTak Tuna "JyenoBek nocepeamHe"?
a) WndposaHune Tpaduka

b) [1ByxchakTopHasa ayteHTMdmKaumns

c) Ncnonb3oBaHne VPN

d) Bce nepeuvncneHHble

OrtBerT: d) Bce nepeyncneHHole

16. Kakon anroputm HE cnegyeT ucnonb3oBaTth ANs WNEPOBAHNA JAaHHbLIX B HOBbIX CUCTEMaXx?
a) AES

b) RSA

c) DES

d) ECC

OreerT: ¢) DES

17. Kakon KOMMOHEHT cUcTeMbl 6€30MacHOCTM OTBEYAET 3a KOHTPOSb gocTtyna?
a) IDS

b) IPS

c) IAM

d) DLP

OtseT: c) IAM

18. Kakon meTtop 3awuTbl acpdektmeH npotms CSRF-aTtak?
a) MNMpoBepka Referer header

b) Mcnonb3osaHne CSRF-TokeHOB

c) Banvagauwns BBoaa

d) Bce nepeuvncneHHble

OtBeT: d) Bce nepeuncneHHble

19. Kakon npuHUmMn npoekTMpoBaHmst 6e3onacHbIX CUCTEM NpeanonaraeT Hann4me HeCKOSbKNX
YPOBHEN 3aLUTbI?

a) MprHUMN MMHMManNbHbLIX NPUBUNETNIA

b) MpuHUUN 3aWwmnThl B rNy6unHY

c¢) MpuHumn pasgeneHns o6s3aHHOCTEN

d) MpuHUMN OTKPLITOrO AM3anHa

OtBeT: b) MNpuHUMN 3aWmnTLI B rNYyOUHY

20. Kakon MHCTPYMEHT MCNonb3yeTcsa Ans CTaTuyYeckoro aHanuaa 6esonacHocTu koga?
a) SonarQube

b) Wireshark

c) Nmap



d) Metasploit
OtBeT: a) SonarQube

3apaHua pasgena 20.3 peKOMeHAYHTCA K UCMNOMb30BaHUIO TMpU  NpoOBeAeHUMU
ANarHoCTUYeCKUX paboT C Lenbio OLEHKW OCTaTOYHbLIX pe3yrbTaToB OCBOEHMA AaHHOMW
ANCLUNIINHBI (3HAHUW, YMEHUN, HAaBbIKOB).



